MHOPOPMALMOHHASA NAMATKA
Aanda ObYHAOLWMNXCA AN PASMELWEHNA
HA O®OUNLUUNANTBbHbIX MHTEPHET-PECYPCAX

C kaxxabIM roagoM MONOAEXMW B MHTEPHETE CTAaHOBUTbLCA 60JblUE, @ WKOJAbHUKK OAHU
M3 CcaMblX aKTUBHbIX MoNnb3oBaTenein PyHeTa. Mexay TeM, MNOMWUMO OFPOMHOIO
KO/IMYeCcTBa BO3MOXHOCTEN, WMHTEPHET HeceT M npobnembl. 3Ta nNaMsaTKa A0JKHA
rnomMmouyb Tebe 6e3onacHO HaxXOAUTLCS B CETWU.

KomnbloTepHble BUpYCbI

KoMnblOTepHbIn  BUPYC - 3TO PasHOBUAHOCTb  KOMMbIOTEPHbIX  MpPOrpamm,
OT/IMYNTENIbHON OCOBEHHOCTLID KOTOPOW SBNSIE€TCA CMNOCOBHOCTb K pa3MHOXeHuto. B
AOMNOSIHEHUE K 3TOMY, BUPYCbl MOryT MOBPEeAUTb WAW MOJIHOCTbID YHUUTOXWUTb BCEe
dannbl M paHHble, MOAKOHTPOJIbHbIE MOJIb30BATENO, OT WMMEHM KOTOporo Obina
3anylleHa 3apa)xeHHas nporpaMma, a TakXe NOBpeAuTb WAW AaXe YHUUTOXWUTb
ONepauMoHHYK CUCTEMY CO BceMu aiinamm B uUenoM. B 6onbliMHCTBE cny4yaeB
pacnpoCTpaHSATCA BUPYCbl Yepes3 UHTepHeT.

MeToabl 3alWnTbl OT BPe4OHOCHbIX NpOrpamMm:

1. Ncnonb3yii cOBpeMeHHble onepaumMoHHble CUCTEMbI, UMEKLLNe Cepbe3Hbli YPOBEHb
3aWmMTbl OT BPEAOHOCHbIX NMPOrpaMm;

2. NMoCTOAHHO ycTaHaenmBan nadtu (UndpoBble 3ansaTky, KOTOopble aBToOMaTU4Yecku
YCTaHaBNMBAOTCA C UeNbi A0paboTKM mporpammbl) U apyrne o6HOBEHUS CBOEM
onepaumoHHON cuctembl. CkaumBam UX TONbKO € odMUManbHOro carta paspaboTumka
OC. Ecnum cywecTBYET peXnM aBTOMAaTMUYECKOro OBHOBNEHMUS, BKJIKOYM €ro;

3. PaboTali Ha cBOEM KOMMNblOTEPE NOA NpaBaMu NOJb30BaTENS, @ He aAMUHUCTpaTopa.
OTO He NO3BOUT 6OMLLWKWHCTBY BPEAOHOCHbIX MPOrpaMM MHCTANIMPOBATbLCS Ha TBOEM
nepcoHasnibHOM KOMMNblOTEpE;

4. Ncnonb3yn aHTUBUPYCHbIE MPpOorpaMMHbie NMPOAYKTbl M3BECTHbIX Npou3BoanTenei, C
aBToMaTMyeckum obHoBneHuem 6as;

5. OrpaHnyb pusnyecknii 4O0CTyn K KOMMNbOTEPY ANS MOCTOPOHHUX NUL;

6. Micnonb3yii BHELWHMEe HOCUTeNn HopMaumun, Takne Kak dnewka, guck nnm gamnn
U3 MHTepHeTa, TONIbKO U3 NPOBEpPEHHbIX NCTOYHUKOB;

7. He oTkpbiBal KOMNblOTEpPHbIE (aiabl, NOAyYEeHHble U3 HEeHaAEeXHbIX NWCTOYHUKOB.
Jaxxe Te dpainbl, KOTOpble NpuUcnan TBOM 3HAKOMbIN. Jlyylle yTOUHW Yy HEero, oTnpasnsn
nn oH Tebe ux.

Cetn WI-FI

Wi-Fi - 3TO He BMA nepeaauyn AaHHbIX, HE TEXHONOrMs, a BCero nuuwb 6peHa, Mapka.
Ewe B 1991 roay HuaepnaHAackas KoMnaHus 3apeructpuposana 6peHg "WECA", uto
ob6o3Hauano cnosocoyeTaHme "Wireless Fidelity", koTopbin nepeBOANTCA Kak
"6ecnpoBoaHast TOYHOCTL".



[o Hawero BpeMeHun pgowna gpyras abbpesmaTypa, KoTOpas SBNSETCS TakKoW Xe
TexHonormen. 1o abbpesnatypa "Wi-Fi". Takoe Ha3BaHue 6bIJI0 f@aHO C HAMEKOM Ha
CTaHAapT BbICWEN 3BYKOBOW TexHUkM Hi-Fi, 4yTo B nepeBoae o3Ha4yaeT "BbiCOKas
TOYHOCTB".

[a, 6ecnnaTHbIN MHTEPHET-A0CTYN B Kade, OTENSAX U a3pornopTax SABASETCS OT/IMUHOMN
BO3MOXHOCTbIO BbIX04a B WHTepHeT. HO MHorme skcnepTbl CUMTAKOT, 4TO
obwepoctynHble Wi-Fi ceTn He aBnaoTCca 6e30nacHbIMMA,

CoeTbl N0 6e3onacHocTM paboThbl B 06LweanocTynHbix ceTax Wi-fi:

1. He nepepaBan cBOW NMUHYyt0 MHdOpMauunto yepe3 obwenoctynHble Wi-Fi ceTn.
PaboTas B HUX, xenaTtenbHO HE BBOAMTbL NAponu AOCTyna, JIOTMHbI U Kakne-To HoMepa;
2. Nicnonb3yi n 06HOBNAN aHTUBMPYCHbIE NporpamMmbl U 6paHamMayep. TeM cambiM Tbl
obe3sonacuwb cebs OT 3aKayku BMpyCa Ha TBOE YCTPOWCTBO;

3. Mpu ucnonb3oBaHum Wi-Fi oTkaoum dyHkumo "O6wmnn goctyn K dannam wu
npuHTepam". [JaHHaa QyHKUMS 3akpblTa N0 YMOJYAHWUIKD, OAHAKO HeKoTopble
noab3oBaTenn akTUBUPYIOT ee And yaobcTea ncnonb3osaHus B pabote nnum ydyebe;

4. He ucnonb3yn nybnunuHeii WI-FI ang nepepaym NuM4UHbIX AaHHbIX, HanpuMmep A4
BbIX0Aa B COUMasbHble CETU UM B SNEKTPOHHYIO NOYTY;

5. icnonb3yi TONMbKO 3aliuleHHoe coeanHeHne yepes HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan MMeHHO "https://";

6. B m™obunbHoM TenedoHe oTkaumM  dyHkumio  "MoaknwdveHme K - Wi-Fi
aBToMaTmuyeckn". He gonycka aBTOMaAaTUMYECKOro NoAKYEHNS YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOEIrO Ccornacus.

CoumnanbHble ceTn

CoumanbHble CETU aKTUBHO BXOAAT B HALWy XWU3Hb, MHOrMe ftoAn paboTarT U XUBYT
TaM MNoCTOoAHHO, a B Facebook yxe 3apeructpupoBaH Muaanaps 4enoBek, 4To
SBNSieTCA O0AHOM CeAbMOW BCEX XWUTeNen nnaHeTbl. MHOrme nosfib30BaTeNn He
NOHMMAIOT, YTO MHbOpPMaUNs, pasMeLleHHas MU B COLUMANbHbIX CeTAX, MOXET 6biTb
HageHa M MCNOMb30BaHa KeM YroaHo, B TOM 4ucie He obssatenbHo ¢ 6narnmm
HaMepeHUsAMMU.

OCHOBHble coBeTbl N0 6€30NaCHOCTM B COLMalbHbIX CETSAX:

1. OrpaHunyb cnucok apy3ein. Y Tebs B APY3bsaX HE AOMKHO O6biTb CAyYamHbIX U
He3HaKOMbIX NOAEN;

2. 3awmulanm CBOK YacTHYH XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aaTty
TBOEro pOXAEHUA W APYryH JWYHY MWHPOpMauuio. 3N0YMbIWNEHHUKU MOryT
MCNofb30oBaTbh Aaxe WHdOpMaLMio O TOM, KakK Tbl M TBOM POAUTENU NNaHupyeTe
NPOBECTN KaHUKYIbl;

3. 3awmwan cBol penyTaunio - AEPXU ee B YNCTOTE U 3aaBan cebe BONpocC: xXoTen
6bl Tbl, YTOObI Apyrve NonNb3oBaTeNN BUAENMN, YTO Thbl 3arpyxaewb? MNoayman, npexae
yeM YTo-TO onybsMKoBaTb, HANUCATb U 3arpy3nTb;

4. Ecnv Tbl rOBOpULWLb C NOABMU, KOTOPbIX HE 3HaelWb, He UCNOJIb3YN CBOe pealibHoe
UMS N APYTYHO TNYHYIO MHpOPMaLMKU: UMS, MECTO XUTeNbCTBa, MecTo yuebbl 1 npoyee;



5. N36eran pasmelwweHuns dotorpaduin B NHTEpHETE, rae Tbl M306paxeH Ha MECTHOCTH,
NO KOTOPOW MOXHO onpeaeninTb TBOe MeCTOMOosI0XEHUe;

6. Mpu perncrpaumm B cCoOLUManbHON cCeTU HEOHBXOAMMO UCMOIb30BATb C/IOXKHbIE NAapou,
cocrTosiwme n3 6yks n umMdp M ¢ KONMYECTBOM 3HAKOB He MeHee 8;

7. Onsa counanbHOM CETU, NOYTbl U APYTNX CauTOB HEOHXOAMMO MCMNOb30BaTh pasHble
naponn. Toraa ecnu Tebsa B3NOMaoT, TO 3N0YMbIWAEHHUKM NoayYaT AOCTYMN TONbKO K
OAHOMY MecCTy, a He BO BCe cpasy.

ONeKTpPOHHbIe AeHbIn

DNEKTPOHHbIE AEHbIMN - 3TO OYEHb YAOOHbLIN Ccnocob nnatexen, OAHaKO CYLECTBYOT
MOLIEHHWUKMN, KOTOPbIE XOTAT NOSYUNUTb 3TN AEHbIU.

DNeKTPOHHbIE AeHbIMM NOSBUINCH COBCEM HEeAABHO W MMEHHO M3-3a 3TOro BO MHOIMMX
rocyaapcreax A0 CUMX MOp He NpPOMNMcaHo NPoO HMX B 3aKOHaXx.

B Poccuun xe oHM DYHKUMOHUPYKOT M O HUX YXe MPOMNMcCaHo B 3aKoHe, rae ux
pasaensaiT HA HEeCKOJIbKO BMAOB - @aHOHUMHbIE U HE @aHOHUMHbIE. PasHuua B TOM, 4YTO
@HOHUMHbIE - 3TO Te, B KOTOpbIX pa3pellaeTcs nNpoBOAUTb onepauun 6es
naeHTUdUKaumMn nonb3oBaTens, a B HEAHOHMMHbIX uaeHTuduKauma nosb3oBaTens
apnseTca ob6asaTenbHON.

Takxe cnepyeT pasfiMyaTtb 3NeKTPOHHble duaTHblE AeHbIN (paBHbl FOCYAapPCTBEHHbIM
BasOTaM) W 3/eKTPOHHble HeduaTHble JAeHbrn (He paBHbl OCYAApPCTBEHHbIM
BasoTaMm).

OcHOBHble coBeThbl N0 6e3onacHon paboTe € 3NEKTPOHHLIMU AEHbraMu:

1. MpuBaxun K cuyeTy MObUbHbIN TenedoH. 3TO caMbli YAOOHbIA 1 BbICTPLIA Crnocob
BOCCTaHOBUTb AOCTYN K cyeTy. [pnBs3aHHbIA TenedoH NOMOXET, ecnm 3abyaelb CBON
niaaTeXHblM Naposib UM 3angellb Ha CalT C HE3HAKOMOro YCTPOMCTBa;

2. Wcnonb3yi oaHopasoBblie naponau. lNocne nepexofa Ha yCUEHHY aBTOpuU3auuto
Tebe yxe He byaeT yrpoxaTb ONacHOCTb KpaXu UM nepexsaTa NaaTeXHOro napons;
3. Bbibepn cnoxHbin naponb. MpecTtynHukam 6yaeTr He NpoOCTO yragaTb C/IOXHbIN
naposib. HagexHble naponu - 370 Napoaun, KOTopble coaep)xaT He MeHee 8 3HaKOoB U
BKNOYaT B cebsa CTpOYHble M NponucHble 6ykBbl, UMDPbl U HECKOSIBKO CUMBOJIOB,
Takue KakK 3Hak gonnapa, yHTa, BOCKIMLATENbHbIA 3HaK 1 T.n. Hanpumep, $tRONg!;;
4. He BBOAW CBOW NMYHble AaHHbIe HA calTax, KOTOPbIM He AOBepsiellb.

OneKkTpoHHas noyrta

DNeKTPOHHasa no4yTa - 3TO TEXHOOMUS 1 NpeaoCcTaBgeMble el YyCIyrn no nepechisike
N NONYYEHULIO DIEKTPOHHbIX COOBLLEHNIA, KOTOPbIE pacnpeaensaoTcs B KOMMNbOTEPHOMN
cetn. O6blYHO 3MEeKTPOHHbIA MNOYTOBbIM SAWWK BbIFNAANT cneaywwmm obpasom:
UMS_nonb3oBaTend@umsa_aoMeHa. Takxe KpoMe nepegaym npocToro Tekcra, uMeeTcs
BO3MOXHOCTb nepegasaTb danbl.

OcHOBHble coBeThbl Mo 6e3onacHon paboTe € 3NEKTPOHHOMN NOYTOM:



1. Hapo BbibpaTb NpaBubHbINA MOYTOBbLIN CEPBUC. B MHTepHeTe eCTb OrpOMHbIN BbI6Op
6ecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Jydlle AOBEepsATb TeM, KOro 3Haelb M KTO
nepebli B penTuHre;

2. He ykasbiBail B NMYHON No4Te SINYHYIO MHOpMaumio. Hanpumep, nydwe BboibpaTb
"My3blKanbHbIN_daHaT@" nnm "pok2013" BmecTo "Temal3";

3. cnonb3yi ABYyX3TanHyo aBTopmM3aumio. 3TO KOraa noMMMO naposs HYXXHO BBOAUTb
KoA, NpucbllaemMblii no SMS;

4. Bbibepn CnoxHblii naponb. On8 Kaxaoro nOYTOBOrO flWMKa Ao/KeH 6biTb CBOM
HaAeXHbll, YCTOMYNBBIN K B3/IOMY Napob;

5. Ecnm ecTb BO3MOXHOCTb HanucaTb CaMOMYy CBOW JIMUHbLIA BOMPOC, UCMOMb3YN 3Ty
BO3MOXHOCTb;

6. Ucnonb3yin HECKONbKO MOYTOBbLIX SAWMKOB. lepBbli AN 4YaCTHOW Mepennucku ¢
ajpecaTaMun, KOTOPbIM Tbl AOBepseLlb. DTO 3/1IEKTPOHHbIA aapec He HaZA0 NCNOJ1b30BaTh
npu perncrtpaunm Ha popyMmax n camtax;

7. He oTkpbiBal danabl n apyruve BAOXEHUS B NUCbMax, AaXe eCin OHW NpUWan oT
TBOMX Apy3eMn. Jlydwe yTOUHN Y HUX, OTApaBnsaan nm oHm tebe atn dannsbl;

8. MNMocne okoH4YaHusa paboTbl Ha MOYTOBOM CepBMCe MNepej 3aKpbiTUEM BKAAAKWU C
CalToM He 3abyab HaxaTb Ha "BbinTn".

KnbepOynnuHr unm BupTyanbHoe usgeBaTtenbCTBO

KnbepbynnuHr - npecnegoBaHMe coobLWEHUAMU, coAepXKalWwMMN OCKopbieHus,
arpeccuto, 3anyrmeaHue; XyAuraHcTBO; couuanbHoe 60MKOTUPOBAHME C MOMOLLbHO
pasnMyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 60pbbe ¢ KNb6epObyNTNHIOM:

1. He 6pocaitca B 60oi. Jlyuwmnin cnocob: nocoBeToBaTbCS Kak cebsa BECTU U, €C/IN HET
TOro, K KOMYy MOXHO 06paTuTbCsi, TO BHaudane YyCnNoKouTbCs. EcAn Tbl HayHewb
oTBeYyaTb OCKOpO6NeHMAMU Ha OCKOopb/ieHUsi, TO TONbKO euwe 60Nblle pasoXKXKelb
KOHMANKT;

2. YnpaBnsi ceoen knbeppenytauymen;

3. AHOHMMHOCTb B Ce€TM MHuUMas. CywecTBYT cnocobbl BbISCHUTb, KTO CTOUT 3a
@HOHWUMHbIM aKKayHTOM;

4. He cTOMT BECTU XyNuraHckumn obpas BUpTyasnbHOM XU3HU. HTepHeT pukcupyeT Bce
TBOM AeNCTBMS N coXpaHsaeT ux. Yaanutb nx 6yaet KpariHe 3aTpyAHUTENbHO;

5. Cobntogai cBoO BUPTYasibHYIO YeCTb CMOoAay;

6. WrHopupyin eamHuudHbli Heratme. OaHOpa30Bble OCKOpOUTENbHble Cco0b6LEHUSN
nydyuwe urHopmposaTb. Ob6bIYHO arpeccms npekpallaeTcs Ha HavyanbHOW CTaguu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMW COOBLLEHMNAMM, B COLMAbHbIX
CeTsIX €CTb BO3MOXHOCTb ON0KMPOBKM OTMpPaBkKM COO6WEHNI C onpeaeneHHbIX
aapecos;

8. Ecnun TblI cBuaetenb kubepbynnuHra. TBOW AENCTBUA: BbICTYNUTb NpPOTUB
npecnepoBaTens, nokasaTb eMy, 4YTO €ro AencTBMS OUEHMBAIOTCS HeraTUMBHO,
noanepXaTb XXepTBY, KOTOPOM HY>XXHa NCMXonornyeckas nomMoLlb, COo6LWUTb B3POC/bIM
0 (haKTe arpeccmBHOro NOBeAEHUS B CETHU.



Mo6unbHbIN Tene¢goH

CoBpeMeHHble CcMapTdOHbI W nNnaHWweTbl coaepxaT B cebe BMNOAHE B3POC/bIi
¢dyHKUMOHAN, W Tenepb OHM MOryT KOHKypupoBaTb CO CTauMOHApHbIMU
KoMmnbtoTepamm. OAHaKo, CPeACcTB 3alunTbl ANns noAobHbIX YCTPOWCTB MOKa O4YeHb
Mano. TecTupoBaHMe M NOUCK YS3BUMOCTEN B HUX MPOUCXOAMT HE TaK UHTEHCUBHO,
kak ang MK, To xxe camoe KacaeTcsa U MOBUIbHbIX MPUIOXKEHUA.

CoBpeMeHHble MObunbHble 6pay3epbl YyXe mnpakTuyecku J[OorHaau HacToJibHble
aHasnorm, ogHaKko pacwmpeHne dyHKUMOHanNa BreyeT 3a cobor 60NbLUY0 CTOXHOCTb U
MeHbLUY 3aUNLLEHHOCTD.

[Janeko He BCce NpOU3BOAUTENN BbINyCKaoT 0BHOBNEHUS, 3aKpbliBatoWMe Kputmdeckune
YSI3BMMOCTW AJ19 CBOMX YCTPOWCTB.

OcHOBHble coBeTbl A1 6e3onacHOCTM MobunbHoro TenedoHa:

Hunuero He aBnseTcs no-HacToswemy 6ecnniatHbiM. Byab ocTopoxeH, Beab kKoraa tebe
npegnaratT 6ecnnaTHblil KOHTEHT, B HEM MOryT 6biTb CKPbITbl KakKuMe-TO MnaTHble
ycnyru;

Oymain, npexae yem otnpaButb SMS, ¢oTo MM BuAeo. Tbl TOYHO 3HaElWb, rAe OHMU
6yayT B KOHEYHOM uTore?

HeobxoanMo 06HOBNATE ONEpPaLMOHHYI0 CUCTEMY TBOEro cMapTdoHa;

Ncnonb3yn aHTUBUPYCHbIe NpOorpaMMbl Ans MOBUbHbIX TefedOHOB;

He 3arpyxan nNpunoxeHns oT HEM3BECTHONO0 MCTOYHWKA, BeAb OHW MOTyT coAepXaTb
BpeAOHOCHOE nporpaMMHoe obecnevyeHue;

Mocne Toro Kak Tbl BbiiAelwb C calTa, rae BBOAWA JIMUHYHO MHDOpMaLMO, 3ainan B
HacTponkn 6paysepa u yaanu cookies;

Mepuoanyeckn nposepsiii, Kakme niaaTHble YCNYyrnm akTUBMPOBaHbl HA TBOEM HOMepe;
[aBai cBo HoOMep MOH6MNbLHOrO TeniedoHa TONbKO AKASM, KOTOPbIX Thl 3Haelb U KOMY
JoBepsellb;

Bluetooth ponxeH 6bITb BbIKAKOYEH, KOrga Tbl MM He Mofib3yewbcs. He 3abbiBai
WHOr4a nNpoBepsATb 3TO.

Online urpsbl

CoBpeMeHHble OHNaWH-Urpbl - 3TO KpacoudHble, 3axBaTbiBawLlMe pas3BievyeHus,
obbeaunHsAOWMeE COTHM ThiCAY YenoBeK No BCeMy MUPY. UFrpoku nccneayoT AaHHbIA UM
Mup, obwatTca Apyr C APYrOM, BbIMOJHAKT 3a4aHusl, CpaxakTcss C MOHCTpaMu M
noay4yarT onbIT. 3a YAOBONBCTBME OHM NAATAT: NOKynakwT AWCK, onnadusatoT
aboHeMeHT nnu NpmobpeTatoT KakmMe-TO Onuun.

Bce aTn cpeactBa uAyT Ha noaaepxaHue M pasBUTUE UIMpbl, @ TakXe Ha camy
6e30MacHOCTb: COBEpPLIEHCTBYIOTCA CUCTEMbl aBTOpU3auuMu, BbINYCKAKOTCS HOBble
natuun (umdposbie 3anaaTku ANg NporpamMM), 3aKpbiBalOTCS YSI3BMMOCTM CEPBEPOB.

B noaobHbIX Urpax CToMT onacaTtbCs HE CTOSIbKO CBOMX COMEPHMKOB, CKOSIbKO KpaXwu
TBOEro naponsl, Ha KOTOpOM OCHOBaHa cucTemMa aBTopu3aunm 60MbLLIMHCTBA UTP.
OcCHOBHble coBeTbl M0 6€30NacHOCTM TBOEro UFPOBOr0 aKKayHTa:



1. Ecnm ppyron wurpok BegeT ceba nnoxo unuM cospaetr Tebe HeENpPUATHOCTH,
3abn0KMpyM ero B CNMCKE UFPOKOB;

2. Noxanynca aAMUMHMUCTpATOpaM Wrpbl Ha MJ0Xoe noBeAeHWe 3TOro WUrpoka,
XXenaTesbHO NPUAoXKNUTbL KakMe-TO AoKa3aTeNbCTBa B BUAEe CKPUHOB;

. He ykasbiBan nuuHyto nHdopmMaumio B npodaiine urpsol;

. YBaxkall Apyrux y4acTHUKOB MO urpe;

. He yctaHasnmeamn HeoduMumanbHble Natyun U Moabl;

. Ucnonb3yi cnoxHble U pasHble Naponu;

N o ol bW

. [laxxe BO BpeMsl Urpbl HE CTOUT OTK/KOYaTb aHTMBMPYC. lNoKa Tbl Urpaewb, TBOW
KOMMNbIOTEP MOryT 3apasuTb.

PULWKMHT nnn KpaXa NMNYHbIX AaHHbIX

O6bIYHON KpaXkelh AeHer U AOKYMEHTOB CEerogHs y)Xe HWUKOro He yamBullb, HO C
pa3BUTUEM UHTEPHET-TEXHOSIOMMIA 3M10YMbIWNEHHNUKN MEepeEMEeCcTUNINCE B UHTEPHET, U
NpoAO/IXAT 3aHNUMaTbCs "NtobumMbiM" genom.

Tak nosBuIacb HOBas yrpo3a: UHTEPHET-MOLWEeHHNYecTBa Uan MULWKWHIE, rnaBHasa Uesb
KOTOPOro COCTOMT B MONYYeHUU KOHPUAEeHUMaNbHbIX AaHHbIX MNofb30oBaTtenen -
NOrVHOB M naponen. Ha aHrnuiickom sa3bike phishing untaetcsa kak duwuHr (ot fishing
- ppibHasa noens, password - naposb).

OcHoBHble coBeTbl Mo 6opbbe ¢ DUWKNHIOM:

1. Cnegn 3a cBOoMM akkayHToM. Ecnu Tbl nogo3peBaelb, 4YTO TBOSA aHKeTa 6bina
B3/I0MaHa, To Heo6xoanmMo 3abnoKMpoBaTb €e U COOBLWNTb aAMMHUCTpATOpPaM pecypca
06 3TOM KaK MOXHO CKopee;

2. WNcrnonb3yn 6e3onacHble Beb6-calTbl, B TOM UWUCNE, MWHTEPHET-MarasvHOB WU
NOUCKOBbIX CUCTEM;

3. cnonb3yi CNOXHble U pa3Hble naponu. Takum obpasom, ecnn Tebs B3noMatoT, TO
3N10YMbIWAEHHUKN Nosy4daT AOCTYN TOAbKO K OAHOMY TBOEeMY NMpodu/io B CeTU, a He
KO BCEM;

4. Ecnn Teba B3nomManun, TO HeobxoamMmo npenynpeauTb BCEX CBOMX 3HaKOMBbIX,
KoTopble aobaeneHbl y T€b9 B Apy3bsaX, 0 TOM, YTO Tebs B3nOManu U, BO3MOXHO, OT
TBOEro MMeHn byaeTt paccbliaTbCa CNaM M CCbIJIKU Ha QULLMHIOBbIE CalThI;

5. YctaHoBu HagexHbih naponb (PIN) Ha MO6UAbHbIN TenedoH;

6. OTKNOUYM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBal darnbl n apyrve BOXEHUS B NUCbMaXx, AaXe eC/in OHWU NpuWnn oT
TBOMX Apy3eln. Jlyywe yTOUHW Y HUX, OTNpaBasan n oHWM Tebe 3Tu dannbl.

LUudposas penytauus

UndpoBas penytaumsa - 3ToO HeratTuBHas Uan NO3UTUBHaA MHdopMaumsa B ceTn o Tebe.
KomnpomeTupyrowas uMHpopMaums, pasMmeleHHas B UHTEpPHETe, MOXeT Cepbe3HbIM
06pa3oM 0TpasuTbCsa Ha TBOeW peanbHOM XW3HU. "Lndposas penyTtaumsa" - aTo TBOM
UMUAXK, KOTOpbIK dopMupyeTcs 3 nHdbopmaunm o Tebe B MHTepHeTe.



TBOE MeCTO XuTenbcTBa, Yyuyebbl, TBOe AMHAHCOBOE MOJIOXKEHNE, OCOBEHHOCTHU
XapaKkTrepa n pacckasbl 0 65IM3KNX - BCe 3TO HaKanJMBaeTCs B CeTH.

MHorme NoApOCTKM JIEFKOMBICNIEHHO OTHOCATCA K nybankauum nuyHom nHdopMaunm B
NHTepHeTe, He NOHMMasa BO3MOXHbIX NOCAeACTBMIA. Thbl AaXe He CMOXellb AorafaTthbCs
0 TOM, 4YTO poTorpacdums, pasmelwleHHas 5 et Hasag, ctana NPMUYMHON OTKasa NpPUHATb
Teba Ha paboTy.

KoMMeHTapun, pasMeweHne TBOUX doTorpaduii n apyrme AencTBUS MOryT He
NMCYEe3HYTb AaXe nocne Toro, Kak Tbl UX yaanuwb. Tbl He 3HaelWb, KTO COXpaHW 3Ty
WHdopMaumio, nonasaa M OHa B MOUCKOBbIE CUCTEMblI U COXpaHuaacb SiM OHa, a
rnaBHoe: 4To noagymalT o Tebe okpyxarlwme AoaAn, KOTOpble HANAYT U YBUAAT 3TO.
Halitn nHdopmMaumno MHOro fieT CAyCcTa CMOXeT 1060 - Kak n3 Aobpbix NobyxaeHW,
TakK U C HAMepeHMeM NPUYNHNTL Bpea. DTO MOXET OblTb KTO YroAHO.

OCHOBHble coBeTbI MO 3awmTe UMPpPoOBON penyTaunmn:

1. NMoaymain, npexae 4yem 4to-To NybnmMkoBaTbk W nNepenasaTb y cebs B 6nore nnam B
couunanbHON ceTu;

2. B HacTporkax npodunsg yCTaHOBM OrpaHU4YeHuns Ha NpoCcMOTp TBoero npodunsa um
€ro CoaepXxmmoro, caenan ero Tonbko "ansa apysen";

3. He pa3meluali u He yKasbiBal MHMOpMaLMIO, KOTopast MOXET KOro-nmbo ockopbnsaThb
nnu obmxaTtsb.

ABTOpCKOe npaso

CoBpeMeHHble LWKOSbHUKN - aKTUBHble MNOfb30BaTenuM uUMOpPOBOro MNpPOCTPaHCTBA.
OaHaKo faneko He BCe 3HAK0T, YTO NMOMb30BaHNE MHOMMMW BO3MOXHOCTAMU LNGPOBOro
Mupa TpebyeT cobatoaeHna NpaB Ha MHTENIEKTYaNbHY COBCTBEHHOCTb.

TepMUH "mHTennekTyanbHass COBCTBEHHOCTb" OTHOCUMTCA K pPa3fiMyHbIM TBOPEHUAM
yeslIoBEYECKOro yMa, HauymHasi C HOBbIX M3006peTeHunihi M 3HakoB, 0603HaydaloWmMx
COH6CTBEHHOCTb Ha MNpPOAYKTbl WU YCNyruM, M 3akaHumBas KHuramu, doTtorpadusamMm,
KUHODUIbMAaMKN U My3blKalbHbIMU NPON3BEAEHUSIMU.

ABTOpCKMe TnpaBa - 3TO nMpaBa Ha WHTENNeKTyanbHY COBCTBEHHOCTb Ha
npousBeAeHNs HayKu, nutepatypbl U WCKYcCTBa. ABTOpPCKME MnpaBa BbICTYyNawT B
KayecTBe rapaHTMuM TOro, YTO MHTENNEKTYaNbHbIN/TBOPUYECKNIA Tpya aBTOpa He byaeT
HanpacHbIM, JacT eMy crpaBesiMBble BO3MOXHOCTU 3apaboTaTb Ha pe3yfbTaTax
CBOEro TpyAa, nosy4ynTb U3BECTHOCTb M Npu3HaHue. HnkTo 6e3 paspeweHns asBTopa
He MOXeT BOCMpOM3BOAUTL €ro npousBeaeHue, pacnpocTpaHaTb, MNy6ANYHO
OEMOHCTpMpOBaTb, MpoJaBaTb, MWMMOPTUPOBATb, MNyckaTb B NpokaT, MNyb6An4YHO
NCNOJSIHATb, NOKa3blBaTb/NUCNOAHATbL B 3dumpe unm pasmewiaTb B MIHTepHeTe.
Mcnonb3oBaHue "nmnpaTckoro” nporpaMMHOro obecneyeHmnst MOXeT MPUBECTM K MHOTUM
puUCKaM: OT NOTepu AaHHbIX K TBOMM aKKayHTam A0 6J10KMPOBKKW TBOEro yCTPOMCTBa,
roe ycraHoBfeHa HenerasbHas nporpaMma. He cTouT Takxe 3abbiBaTtb, 4TO
CYLWEeCTBYIOT sieranbHble n 6ecnniaTtHbie NporpaMmMbl, KOTOPblIE MOXHO HalTW B CeTU.

O noprane



CeTeBuYok.pd - TBOM [/IaBHbIl COBETUYMK B CeTW. 34eCb Tbl MOXEWb Y3HaTb O
6e30MacHOCTM B CETM MNOHATHbIM M AOCTYMHbIM $3bIKOM, @ MNpPW BO3HWKHOBEHWUMU
KpuUTU4Yeckon cuTyauum obpatuTbCsa 3a cOBeTOM. A TakKXe MPUHATb ydyacTue B
KOHKYypCax 1 cTaTb CaMbiM LNPPOBLIM rpaxKaaHNUHOM!



